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Responsible Office: D / Office of the Chief Engineer
Subject: NASA Softwar e Policies (Revalidated 5/29/04)

1. POLICY

The follow ng policies cover software created and acquired by or for NASA
and al so cover Governnent off-the-shelf (GOTS) software and

commerci al off-the-shelf (COTS) software when included in a NASA system
These policies shall be applied consistent with

sound engi neering and ri sk nmanagenent practices as determ ned by

cost, size, conplexity, life span, risk, and consequences of failure.
NASA policy regardi ng software nanagenent, engi neering, and assurance

is to acconplish the follow ng:

a. Manage, engineer, and assure software in accordance with comon
industry standards, processes, and best practices; docunent the use of
st andards, processes, and best practices; and

tailor standards, processes, and best practices to the devel opnent or
acqui sition.

b. Inplenent and integrate software engineering processes and practices
with other system devel opnent and prograni proj ect processes and practices.
Devel op a plan for acquisition and |life-cycle managenent of the software
as part of the prograniproject plan. This plan should be devel oped prior
to selection of the provider and should address, at a mnimum design
tradeof f managenent, risk nanagenent, requirenments nanagenent, software
project planning, project tracking and oversight, software product

engi neering, subcontract managenent, configuration managenent, quality
assurance, and peer review.

c. Develop and maintain a total estimted software |ife-cycle cost and,
where appropriate, performtradeoff studies which address use of COIS and
GOTS software versus created software to satisfy requirenments before
software is created or acquired.

d. Denobnstrate that the provider of software to be devel oped has proven
organi zati onal capabilities and experience to deliver quality software
on tinme and w thin budget; require acceptable evidence of the entity's
sof t ware managenent, engi neering, and assurance standards, processes, and
practices to produce quality software. Exanples of current acceptable
evidence include an independent assessnent of a software

Capability Maturity Mbdel (CMV) rating of 3 or above. The provider shall
develop a plan to nmanage software throughout the prograniproject life
cycle before the software requirenents specification is conplete

and software design and coding takes place. The plan shall address
itenms required in 1.b.

e. Docunent software as to its formand function and verify that such
software performs the functions claimed on the platfornm(s) for which it is
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designed without harmto the systens or the data contained therein.

f. Develop risk analyses and managenent strategies; identify, analyze,

plan, track, control, and conmunicate risks at each stage of the life

cycle; document or reference (i.e., their location specified) the results

of risk analyses and managenent strategies in progran project plans; and

enpl oy verification and validation techniques for risk mtigation,

i ncludi ng I ndependent Verification and Validation (IV&/), based risk and consequences of
failure.

g. Facilitate reuse of NASA-funded software, as well as transfer,
consistent with [aw and applicable agreenents, for commercial, industrial,
educational, and governnental purposes; and protect NASA-funded or -created
software as valuable intellectual property during all phases of the

life cycle.

2.APPLICABILITY

This Directive applies to NASA Headquarters and Centers, including
Conponent Facilities, and the Jet Propul sion Laboratory to the extent
defined in its contract, for all software acquisitions and devel opnents
initiated by NASA after the effective date of this directive.

This Directive applies to software acquisitions and devel opnents
initiated by NASA prior to the effective date when determined by either
the responsi bl e Program Associ ate Administrator or the Center Director
of the inplenenting Center.

3. AUTHORITY

a. 42 U S.C. 2473(c)(1) of the National Aeronautics and Space Act of 1958,
as anended.

b. Public Law 104-13, Paperwork Reduction Act of 1995.

c. 40 U S C. 1401, et seq. Section 808 of Public Law 104-208, the
Cinger-Cohen Act of 1996 [renaming, in pertinent part, the Information
Technol ogy Managenent Reform Act (I TMRA), Division E of Public Law 104-106.

d. OWB Circular A-130, Managenent of Federal |nfornation Resources.

4. REFERENCES

a. See Attachnent 1 for references that apply to the nanagenent, engineering,
and assurance of NASA software.

b. See Attachnent 2 for references that are relevant to the managenent,
engi neering, and assurance of NASA software.

5.RESPONSIBILITY

The NASA Chief Information Officer (CIO, the NASA Chief Engineer, and the
Associ ate Adnministrator for Safety and M ssion Assurance (AA-SMA) are
responsible for jointly pronoting software policies, standards, best
practices, and guidance in their areas of responsibility. They shall
coordinate efforts to maximze the commonality, clarity, and

effectiveness of direction and guidance. Roles and responsibilities for
all NASA entities relative to this policy will be carried out within the
framework of the Strategic Managerment Handbook and are not repeated here:

a. The NASA CI O shall pronote the cost-effective acquisition, devel opment,
and operation of software in support of NASA mi ssions, prograns, and
institutions. This shall be acconplished in conjunction with the Ofice

of Safety and M ssion Assurance, the Ofice of the Chief Engineer, and

the Enterprise offices.

b. The NASA Chi ef Engineer shall integrate NASA software nanagenent,

engi neering, and assurance policies, standards, best practices, and
gui dance into directives applicable to NASA's systens engi neering and
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program managenent processes. The NASA Chi ef Engineer and the Engi neering
Managenent Board (EMB) shall charter a Software Wirking Group (SW5 to advise
the Agency on software-related matters and recommend sof tware

managenent, engi neering, and assurance policies, standards, best

practices, and guidance.

c. The AA-SMA shall assure the safety, quality, and reliability of

NASA software; review project software processes and make recommendati ons
to the governing Program Managenent Council (PMC); conduct oversight

of NASA's software assurance prograns; and conduct Process

Verification Reviews of prograns/projects to ensure conpliance with this
Directive and independently assess project software nanagenent,

engi neering, and assurance practices. The AA-SMA shall appoint and
support representatives to the SWG

d. The Associate Adnministrator for Safety and M ssion Assurance shall,
through its Functional O fice role, sponsor the NASA Software |IV& Facility
in West Virginia under the nanagenent and oversight of the Goddard Space
Flight Center. This facility shall support NASA's program for

i mproving software assurance, including conducting |V&/ and other trusted
verifications.

e. Enterprise Associate Adninistrators and Center Directors shall
appoi nt and support representatives to the SWG

f. The governing PMC shall review program and project software processes
and products including, but not limted to evidence of confornmance

to this policy; use of V& and other trusted verifications (e.g.,

i ndependent assessnents and peer reviews); and other risk mtigation

processes as appropriate based on progrant project cost, size, conplexity,
life span, risk, and consequences of failure.

7. NEASUREMENTS

a. The follow ng shall be evaluated for conpliance with this Directive:
(1) Evidence of project conformance to this policy.

(2) Agency trends on the follow ng:

(a) Software cost and schedul e baseline deviations; and

(b) Degree to which delivered software satisfies its requirenents,
including safety, quality, and reliability neasures.

(3) Results of the follow ng:

(a) Assessnents and audits of conformance to CVWin
NASA software creation and acqui sition organi zations;

(b) Other surveys relating to the inplenentation of this Directive;
(c) Inprovenents resulting fromthe use of the CW
(d) Inprovenents resulting fromcase studies and shared experiences.

b. Specific responsibilities for collecting, analyzing, and reporting
netrics are to be contained in NPR 2820.

6. DELEGATION OF AUTHORITY

None.

/sl Sean O'K eefe
Administrator
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ATTACHMENT A: (TEXT)

ATTACHVENT 1APPLI CABLE REFERENCES

These references apply to the nanagenent, engineering, and assurance of
NASA sof t war e.

(1) NPD 1280.1, NASA Managenent Systens

(2) NPD 2091.1, Inventions Made by Governnent Enpl oyees.
(3) NPD 2210.1, External Release of NASA Sof tware.

(4) NPD 2800.1, Managing Information Technol ogy.

(5) NPD 2810.1, Security of Information Technol ogy.

(6) NPD 7120.4, Progranl Project Managenent.

(7) NPD 8700.1, NASA Policy for Safety and M ssion Success.
(8) NPR 2210.1, External Release of NASA Sof tware.

(9) NPR 2800.1, Managing Information Technol ogy.

(10) NPR 2810.1, Security of Information Technol ogy.

(11) NPR 7120.5, NASA Program and Project Mnagenent Processes and
Requi renment s.

(12) NPD 8730.4, Software |ndependent Verification and Validation (IV&V)
Policy.

(13) NASA-STD-8719. 13, NASA Software Safety Technical Standard.
(14) NASA- STD-2202-93, NASA Software Fornml Inspection Process Standard.

(15) 1SO 9000-3, Quality Managenent and Quality Assurance - Part 3
Guidelines for the Application of 1SO 9001: 1994 to the Design,
Devel opnent, Supply, Installation, and Maintenance of Conputer Software.

(16) Carnegie Mellon University/Software Engineering Institute,
Conti nuous Ri sk Managenent Gui debook, 1996.

(17) OMB Circular No. A-119, Federal Participation in the Devel opment and
Use of Voluntary Standards.

ATTACHVENT 2
RELEVANT REFERENCES

These are relevant to the managenent, engineering, and assurance of NASA
sof tware.

(1) CMJUSEl - 93 - TR - 24, The Capability Maturity Mdel for Software,
Version 1.1, February 1993.

(2) CMJSEI - 93 - TR - 25, Key Practices of the Capability Maturity
Model , Version 1.1, February 1993.

(3) CMJ SElI-2002-TR- 010, The Software Acquisition Capability Maturity
Model (SA-CWMM), Version 1.03, March 2002.

(4) CMJSEI - 2002 - TR - 011, CGwW for Systens Engi neering/ Software
Engi neering/ I ntegrated Product and Process Devel opnent/ Supplier Sourcing,
Version 1.1, Continuous Representation, March 2002.

(5) CMJ SEI-2002-TR-012 - CWMM SM for Systens Engi neering/ Software
Engi neering/ I ntegrated Product and Process Devel onent/ Supplier
Sourcing, Version 1.1, Staged Representati on (CW - SE/ SW I PPD SS,
V1.1, Staged) March 2002.

(6) RTCA/DO 178B - 1992 - Software Considerations in Airborne Systens
and Equi pment Certification, 3/26/1999.
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(7) 1SO 9001, ANSI/ASQC Q001 - 1994, Quality Systens - Model for
Quality Systems - Mdel for Quality Assurance in Design, Devel opnent,
Production, Installation, and Servicing.

(8) | EEE/ElIA 12207.0-1996 Industry | nplenentation of International
Standard 1 SQ' | EC 12207: 1995 Standard for Information Technol ogy
Software -- Life Cycle Processes.

(9) | EEE/ElA 12207.1-1997 Industry | nplenentation of International
Standard 1 SQ' | EC 12207: 1995 Standard for Information Technol ogy
Software -- Software Life Cycle Processes - Life Cycle Data.

(10) | EEE/ ElI A 12207.2-1997 Industry | nplenentation of International
Standard 1SQ' | EC 12207: 1995 Software Life Cycle Processes -

I npl ement ati on Consi der ati ons.

(11) | EEE 1012-1998 Standard for Software Verification and Validation.
(12) NASA- GB- A201-89, NASA Sof tware Assurance Gui debook, Sept 1989.

(13) NASA- GB-1740.13-96, NASA Cui debook for Safety Critical Software -
Anal ysi s and Devel opnent.

(14) NASA-GB-001-94 Software Engi neering Program Software Measurenent
Gui debook, August 1995.

(15) NASA- GB-001-96 Software Engi neering Program Software Managenent
Cui debook, Novenber 1996.

(16) NASA/ TP-98-208193, Formal Methods Specification and Verification

Gui debook for Software and Conputer Systens, Volune |: Planning and

Technol ogy | nsertion, Decenber, 1998.

(17) NASA-GB-001-97 NASA Formal Methods Specification and Anal ysis

Gui debook for the Verification of Software and Conputer Systens, Volume |I:
A Practitioner's Conpanion, My 1997.

(18) | SO 9001- 2000, ANSI/| SO ASQ Q001- 2000, American National Standard -
Qual ity nmanagenment systemns-requirenents.

(URL for Graphic)

None.
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